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Key Features
Design and build counterintelligence campaigns. 

CounterCraft provides a wide range of deployable assets 

to create personalised deception campaigns with, for example, 

decoy computers, false data, and fake identities.

Automated deployment. CounterCraft marshals all the 

resources involved in the campaign and delivers a working 

deception with minimum input for the campaign’s owner and 

operator. Deploy assets easily with one button.

Monitor and manage incidents in real-time when adversaries 

have penetrated an organisation’s defences. Stay informed via 

key communication channels such as Slack and IM messaging 

platforms.

React to threats when they have been detected with automated 

and manual responses. Run Deception Operations (DecOps) 

to manipulate your adversaries’ path through the kill-chain and 

redirect them away from valuable information and assets.

Integrate and customise the platform via the API and SDK. 

Enhance existing systems with API data exports. Use the SDK to 

add new functionality that is designed to meet your organisation’s 

specific needs.

Results and dashboards. One clear dashboard and reports 

about the tools, tactics and procedures used by adversaries. 

Access forensic evidence for liaison with LEAs. See the 

disruption to your attackers’ operations.

Distributed Deception Platform
CounterCraft provides a new type of detection capability based on deception techniques. 

The deception platform works despite the technical complexity of the intrusion and brings 

a welcome relief from the constant technical race between the attacker and defender. 

CounterCraft is not only a new technology but a new stance for IT security: the use of 

counterintelligence as a strategic and tactical element of cybersecurity.

Adversary Capabilities

Counterintelligence in Security

Informed attackers run complex reconaissance operations to collect and 

steal information from their victims. They can evade advanced protection 

solutions such as those based on digital signatures, malware sandboxes 

and firewalls. They then establish themselves inside the networks of their 

victims and are free to operate, almost at will. This is when CounterCraft 

starts to act.

Organisations need to run a managed programme of counterintelligence 

campaigns to detect adversaries. The aim of counterintelligence in 

cybersecurity is to be one step ahead of them and study what information 

they are gathering, their motives and the techniques they use to penetrate 

defences. Armed with this knowledge, organisations are better prepared 

to stop intrusions. With the right tools, you can also disrupt adversaries’ 

operations in real time.

“By 2019, continued weaknesses in prevention will 

drive at least 10% of large enterprises to adopt 

deception-enabled tools and tactics (up from just 

5% in 2016), improving detection and response 

and shifting some of the economic burden to 

attackers.”

Gartner, Inc.  

Competitive Landscape:  

Distributed Deception Platforms

August 2016 by Lawrence Pingree

CounterCraft works globally 
with large enterprises, 
governments and law 
enforcement agencies.



Security you don’t expect.
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Improve both detection of complex attacks and the response to them. Enhance the 

capabilities of your current systems with a deception layer and enrichment from the API. 

Easily communicate with board members and key management about the strategic 

merit of counterintelligence. Explain threats clearly, show evidence of attacks 

stopped and highlight benefits to incident detection and management.

Focus on counterintelligence as a tactical tool. Not only can you detect and research your 

adversaries once they have penetrated your systems, but you can use deception operations 

(DecOps) to actively disrupt them in real time and further protect your organisation. 

Improve the efficiency of your team. Leverage security analysts to design campaigns, 

and let CounterCraft handle the drudgery of orchestration, deployment and 

management. 

Gain intelligence information generated from your own data and enriched with 

internal and external results. It’s not an external third-party threat. It’s data 

generated by a deliberate campaign.

95% cost reduction in man-hours spent on deception, when compared to non-automated alternatives. 

Many deception techniques can be implemented manually, if you have the time and the highly-skilled 

manpower. A six-month insider threat counterintelligence campaign that deploys three functional 

scenarios over different parts of the network takes 95% less time to implement when using CounterCraft 

over a manual set up.

Zero false positives. CounterCraft deploys digital breadcrumbs that are crafted to appeal to attackers, 

but not to legitimate users. When an adversary takes the bait, CounterCraft’s system will alert you that 

they are in sensitive areas of your network. Unlike many defence systems, CounterCraft does not flood 

you with vast amounts of irrelevant data. All signal. No noise. Zero false positives.

   Learn about new features before they are released. 

   Access articles and research about deception techniques. 

   Engage in workshops to prepare your team for deception platforms. 

   Organise Field Trials and early engagement access to our product.

CounterCraft is a pioneering provider of deception and counterintelligence

products. The product allows organisations to run automated campaigns 

to detect, study and manipulate adversaries in the digital realm. 

CounterCraft is used by governments, law enforcement agencies and 

Fortune 500 companies, and has clients worldwide. The company is 

backed by leading VC firms and is a GCHQ Cyber Accelerator alumnus. 

CounterCraft is supported by the Spanish Ministry of Economy, Industry 

and Competitiveness, National Cybersecurity Institute, and the European 

Commission.
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