
A new scenario requires 
a new paradigm in 
cybersecurity.
A Distributed Deception Platform with 
real-time active response

Playbooks

Technical  Highl ights

CounterCraft is the distributed deception platform to manage counterintelligence 

operations in the digital realm. Deploy decoy computers, false data and fake identities 

to fool adversaries and gain counterintelligence. 

The platform can be deployed across multiple architectures: on-premise server 

farms, virtualised environments, private clouds and public clouds (e.g. AWS, Azure 

and Digital Ocean) . It is also multi-tenant, and thus able to handle the complex 

infrastructural demands of multinational organisations, or the use of MSSP services, 

and provide support across multiple clients.

Campaigns are made up of 

distributed assets. Assets have 

a wide variety of forms: VMs, 

documents, access points, 

mobile phones, mobile apps 

and breadcrumbs. Some assets 

are virtual, such as digital 

files, while others are physical 

objects, such as access 

points and mobile phones. 

All of CounterCraft’s assets 

are designed to form part of a 

cohesive campaign and, where 

possible, they provide a deep 

monitoring capacity for the 

system as a whole.

Much of the success of CounterCraft’s 

counterintelligence campaigns is based on 

the unique way that the platform allows you 

to marshal assets together to work towards 

specific strategic aims. CounterCraft 

provides playbooks for common use cases, 

which can also be modified to meet the 

demands of different campaigns. The 

platform also makes it easy to share best 

practices with all your users.

Asset Name

Operating Systems

Documents

Access Points

Mobile Phones

Mobile Apps

Breadcrumbs

Description

Fully functioning VMs, 
or OSs.

MS Office documents with 
web bugs that trigger a 
notification when opened.

WiFi access points, based 
on Raspberry Pis, to detect 
unauthorised network access.

Mobile phones hidden in 
executives’ luggage to detect 
and monitor unathorised use.

Decoy mobile apps on 
executive home screens 
that notify when opened, 
browsed, etc.

Fake brower cookies, honey 
tokens, HTTP headers and 
SSL certificates.

Deployment

Deployed on virtualised 
systems or on real hardware.

Deployed across shared
file systems, and/or on local
desktops in hidden folders.

Physical deployment, e.g. 
branch office networks or
retail store environments.

Physical deployment.

Physical and virtual 
deployment onto executives’ 
phones.

Virtually onto desktops via
active directory or equivalent.

Dependencies

Deployment node to send
logs and events to, and the
core node for orchestration.

Shared file system and a DNS 
service to track when opened.

Deployment node to send
logs and events to, and the
core node for orchestration.

Integration with telco environment 
or SMS gateway to send 
notifications when booted.

App service endpoint for 
notifications from app and 
deployment of app through local 
developer store.

Core node to orchestrate 
deployment with the domain 
server and manage breadcrumbs.

Assets

Deception  Systems

Deception Deployment Node (DDN)

These nodes support the assets in the 

field. There can be many instances of 

DDNs in a complete system:

     They collect, hold and analyse logs 

from the assets that they are supporting.

     They filter events and pass 

notifications to the core node.

Central Management Node – The Core

This central computing node fulfils the 

following functions:

     Hosts the user console (UI).

     Orchestrates all tasks with assets.

     Collects and manages events across 

the whole system.

     Analyses & manages incidents.

Visible Deceptions

SSH

Web App

VM for SSH Server

VM for Web App

Breadcrumbs



Security you don’t expect.

Deep Monitoring

Responsive Defence

Counterintelligence

Extensibility

CounterCraft doesn’t mount emulations of services or VMs – the platform uses the real thing. 

CounterCraft provides deep monitoring at the kernel level of all the underlying IT infrastructure. 

This allows CounterCraft to not only detect the presence of an adversary when they first 

interact with a system, but also to go further and watch how the adversary continues to expand 

their control over the system.

Our platform may uncover techniques, tools and procedures that have been hitherto unknown. 

This high-value information is critical to protecting the rest of the organisation from current 

and future attacks. This level of monitoring allows us to detect and study adversaries operating 

at the beginning of the kill chain, when they are still running reconnaissance operations and 

gaining footholds on systems. The earlier in the kill chain that CounterCraft detects and stops 

the adversary, the less damage to the organisation that will occur.

One of the highlights of CounterCraft’s platform is a rule-based response mechanism 

where your company can interact with system events. Look at it as an “If This Then That” for 

deception. It is an automatic response designed to fire after detecting certain events. This 

allows for the automation of behaviour to respond in real-time to an adversaries’ actions. 

Examples are:

     Deploy more machines when you detect a system compromise to sustain the deception. 

     Shutdown a VM when someone gains root access (stopping this line of attack cold) . 

     Install a vulnerable web app when someone scans a machine for that type of app.

 Change root passwords to something easier when someone is brute forcing a machine  to  

     enable access.

The possibilities of automation are limitless and add a level of responsiveness that enables 

you to both sustain deceptions over time and in moments of direct interaction with adversaries.

The granularity and modularity of the system allows 

CounterCraft to deploy varied campaigns with widely different 

assets and objectives, while affording you vision and control 

over the overall counterintelligence strategy via a common 

user interface.

Campaigns can concern activities inside the perimeter of your 

organisation, or activities outside the traditional boundary, 

such as reconnaissance using social media websites.

You are not limited to digital files, information and assets. 

Physical devices such as mobile phones or access points 

can be linked up to the system for diverse campaigns.

The system is designed around plugins and 

allows you to rapidly add interactions with 

comms providers and notification services 

(Slack, email, SNMP traps) , cloud providers 

(AWS, Azure) , Ansible playbooks, Object 

MetaData Enrichment and SIEM systems.
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The product is 
docker-based, so 
you can install it in 
any docker-friendly 
environment.

Insider Threats 

External Reconnaissance 

User Interaction 
User interacts with web 
app & delivers exploit

Unauthorised users are 
exploiting internal web apps.

This campaign uncovers 
those users.

Adversaries are scanning 
social media for susceptible 
high-value users and sending 
them crafted phishing emails.
This campaign captures and 
analyses the payloads.

Adversary 
Adversaries scan 

social media

Assets
Vulnerable 

web application

Assets
Malware 
delivered

VM Support
VM provides support for 

the web application

VM Support
VM provides support for 

the web application


